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Part 1:
Basic notions

of
cryptography

Key Distribution Problem



  

What is a secure communication?
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Secure communication 
when Eve

obtains no information on m
even if she has gained 

access on c

Encryption-Decryption Scheme

Symmetric Key Cryptography
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One-Time Pad

Requirements for keys
● uniformly distributed
● used once

Main Problem: key distribution in a secure way 3/19



  

key distribution problem

mathematical approach physical approach

computational 
complexity of the task

nature of QM 
(no-cloning theorem)

security relies on

based on

threated by quantum 
hardware 

Shor’s algorithm

immune to technological 
advancements

depends only on
”completeness” of QM 

suitable for the so-called
post-quantum era

Standard crypto-
algorithms
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quantum key distribution (QKD)

prepare-and-measure entanglement-based

source located on one side source independent on 
(Alice & Bob)

higher QBER monogamy of 
entanglement

feature feature

security based on
Eve detected by

e.g. BB84 protocol

e.g. E91 protocol
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Part 2:
Theory & results

behind the
entanglement-based

QKD protocols



  

EPR-Bell states
Maximally entangled two-qubit basis

Quantum circuit to generate EPR-pairs

Polarization-entangled photon pairs

SPDC phenomenon
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Credit: Christophe Couteau (2018) Spontaneous parametric down-
conversion, Contemporary Physics, 59:3, 291-304,

Credit: C. Erven (2007) Free Space Quantum Key Distribution and its Implementation 
with a Polarization-Entangled Parametric Down Conversion Source



  

EPR(B)- gedankenexperiment scheme

Source of EPR-pairs

orientations a, b 
lie on x-y plane 

 particle’s trajectories
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Credit: https://physics.aps.org/articles/v8/123



  

CHSH inequality a.k.a. Generalized
Bell’s theorem

a.k.a. Generalized
Bell’s theorem

2022

IBM Quantum Lab
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https://qiskit.org/textbook/ch-demos/chsh.html

● q1 → Bob, uses computational (Z) & X bases
● q0 → Alice, rotated (angle θ) w.r.t. Bob bases

https://qiskit.org/textbook/ch-demos/chsh.html


  

Part 3:
the E91 protocol



  

Ekert Protocol (E91)

Ideas

key generation
measurements performed in 

the same basis

testing for eavesdropping
check if the system 

violates Bell’s theorem (CHSH form)
9/19



  

Ekert Protocol (E91): configuration
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Ekert Protocol (E91): implementation
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Ekert Protocol (E91): implementation

12/19



  

Ekert Protocol (E91): implementation
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Ekert Protocol (E91): implementation

● evaluation of quantum bit error rate (QBER)sharing small sample of the key

computation of Srun

Srun < 2 2 < Srun ≤ 2 √2

 discarded  saved

key is 

Classical post-processing

● error reconciliation
● privacy amplification
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Summary of E91 protocol

● The presence of an eavesdropper (Eve) along the channel is detected testing the violation of CHSH inequality. Indeed Eve disturbs the system to gain information on it, lowering the degreeof correlations below the classical bound
● The key generation part is independent on the testing procedure, thus no information leakage occurs in the testing part
● The security of the key distribution, as in all QKD protocols, does not depend on the computational complexity of the task but on fundamental laws of physics → suitable for the coming of quantum computers with sufficiently large numbers of qubits  (the so-called post-quantum era) 
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from Ekert  PRL paper

“It is not a mathematical difficulty of a particular computation, but a fundamental 
physical law that protects the system, and as long as quantum theory is not refuted 

as a complete theory the system is secure”



  

Part 4:
Experimental realizations

of
entanglement-based QKD



  

E91 protocol with quantum gates 

16/19https://github.com/kardashin/E91_protocol/blob/master/E91_tutorial/E91_tutorial.ipynb

https://github.com/kardashin/E91_protocol/blob/master/E91_tutorial/E91_tutorial.ipynb


  

First report of complete entanglement-based QKD system 
over dedicated optical fibers

variant of BB84 protocol

QBER 
~3%
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Key Rate
 ~ 800 bps
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The new frontier: space-based QKD

from abstract
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Thanks
for

your attention
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